Risk management as a strategic business tool — why legal is so much

more than a dustpan and brush
Wednesday 9 March 2022 — 4.00pm — 5.00pm

James Cole

Special Counsel — Cyber, Data Protection
& Privacy, Albrecht Burrows

James is a specialist in cyber, data protection, and privacy
technology and law. He has led major projects advising on
data protection and cyber risk management strategies,
conducting data privacy impact assessments, and has
experience with technology contract negotiations and
disputes. James has led multidisciplinary teams in
responding to hundreds of active cyber incidents including
ransomware, email compromise, and privacy breach
events, including running the discovery phase. James has
worked with private sector companies across a wide range
of industries, including Fortune 500 and ASX 200, and
public sector entities in Canada, the United States, the
United Kingdom, and Australia helping them to develop pragmatic data protection practices.
James also works closely with major cyber insurers as a cyber breach coach and incident
response manager.

James is admitted as a Lawyer in the Supreme Court of NSW and the High Court of Australia
and is currently seeking admission in Canada (British Columbia). He read law at the University
of British Columbia and the Queensland University of Technology. Besides being a solicitor,
James is a Computer Scientist with over 20 years’ experience in information security, and holds
other advanced degrees in Business Administration, International Security Studies, and
Policing, Intelligence and Counter Terrorism. He is published in cyber terrorism and is certified
in Data Protection Practice by the Law Society of Ireland. James is also a Certified Privacy
Professional / Europe (CIPP/E).

James is a member of the Law Society of NSW, the International Association of Privacy
Professionals, and the Chartered Insurance Institute.
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